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    a.  Advise whether the information is customarily and actually 

kept private or closely held by your company.  If the information 

is of a type that is typically released to investors, shareholders, 

the press, or made public in connection with a regulatory filing, 

then the information is not exempt pursuant to Exemption 4; and 

 

    b.  Explain whether you or your company received an assurance 

of confidentiality from the Marine Corps and the basis of that 

belief (i.e., the circumstances under which that assurance was 

provided).  If you have a non-disclosure agreement, written 

statement, or other document from the Marine Corps providing the 

assurance of confidentiality, please provide a copy with your 

response. 

 

Please respond with the information requested above no later than 

10 business days from the date of this letter.  If we do not 

receive your written response by that deadline, we will assume that 

you have no objection to the full release of the enclosed records, 

and the release determination will be based solely on the Marine 

Corps’ review.     

 

If you have any questions regarding this matter, you may call me at 

703-432-3934 or email me at bobbie.cave@usmc.mil.   
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1. Introduction 

The Cisco Systems Advanced Services Asset Lifecycle Analysis (ALA) seeks to identify gaps in 

network design practices between the customer processes and Cisco-identified industry leading 

practices. The Cisco Advanced Services Team assists customers in attaining a higher level of 

network availability through identification of these gaps and recommendations to address them. 

The ALA is an evaluation of a Cisco infrastructure assets environment. The analysis is focused 

on the lifecycles of both hardware assets (e.g. chassis and modules) as well as the software 

lifecycles of deployed software trains running on those assets in the network. 

For the purposes of brevity, the US Marine Corps team will be referenced with the acronym 

(USMC) throughout this document. 

1.1. Document Organization 

This ASSET LIFECYCLE ANALYSIS (ALA) includes the following sections: 

 Section 2: Executive Summary – provides a business overview of the network and key 

challenges based on business objectives. 

 Section 3: Technical Summary – provides a technical resiliency rating based on identified 

leading practices and summary recommendations. 

 Section 4: Assessment Detail – identifies the leading practices and provides detailed 

findings and recommendations for each focus area evaluated in the report. 

 Section 5: USMC and Cisco Participants – list the personnel involved in the (ALA). 

 Appendixes 
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1.2. References  

This ALA includes the following references: 

 Cisco IOS & NX-OS Software Reference Guides -  

http://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-software-releases-

listing.html  

 

Cisco Validated Design Program 

 Design Zone for Campus -   

http://www.cisco.com/c/en/us/solutions/enterprise/design-zone-

campus/index.html#~validate  

 Cisco Validated Design Program: 

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns741/networking solutions

products_genericcontent0900aecd80601e22.html 

 

Cisco DocWiki 

 Internetworking Technology Handbook - 

http://docwiki.cisco.com/wiki/Internetworking_Technology_Handbook  

 

Cisco High Availability Design Guides 

 High Availability Technology White Papers -  

http://www.cisco.com/c/en/us/tech/availability/high-availability/tech-white-papers-

list.html 

 Cisco IOS Management for High Availability Networking: Best Practices White Paper -  

http://www.cisco.com/en/US/tech/tk869/tk769/technologies white paper09186a00800a9

98b.shtml 

 Cisco Guide to Harden Cisco IOS Devices -  

http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html  

 Campus Network for High Availability Design Guide -  

http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/HA campus DG/hac

ampusdg.html#wp1107057  

 Campus and Branch Network Design for BYOD - 

http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless Networks/Unified

Access/BYOD Design Guide/BYOD Network Design.html  
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 Strategic Outlook 

o Once all the routers and switches  

Ongoing proactive monitoring for future  

 incorporated into a Software Lifecycle Strategy.  

 

Regardless of the software deployed, it is recommended that Extended Maintenance Release 

(EMR) trains, provided in this report, be utilized to get the maximum longevity, usually 2-3 

years, from the software. EoSWM and EoVSS milestones should be considered a key 

performance indicator (KPI) that trigger the beginning of the planning process to upgrade the 

IOS on any given network device. Several IOS trains have published software advisories, 

indicating the presence . They should be upgraded to the latest 

maintenance rebuild with in the current software train, if available, to take advantage of the 

software  

This report contains baseline software train recommendations based upon the Army Enterprise 

Software Strategy (Army JELA Mission 51). Common Cisco hardware is found in most DOD 

networks, including all the MILDEPs. Organizations are strongly encouraged to consider the 

software releases identified by this mission as they have been pre-scrubbed with a focus on 

operational mission requirements.  

With regard to Software Security Advisories (DoD Information Assurance Vulnerability Alert 

(IAVA)), this analysis revealed  

All software advisories should be validated with Cisco. This report includes the latest Product 

Security Incident Response Team (PSIRT) security vulnerability notifications as of March 2018. 

An effort to review the network risks and remediate those vulnerabilities found to pose 

significant threats to USMC should be initiated immediately. 

 

Security Technical Implementation Guidelines (STIGs) 

STIG-ID “V-3160 NET0700” states “The network element must be running a current and 

supported operating system with all IAVMs addressed.” Network devices that are not running 

the latest tested and approved versions of software are vulnerable to network attacks. Running 

the most current, approved version of system and device software helps the site maintain a stable 

base of security fixes and patches, as well as enhancements to IP security. Viruses, denial of 

service attacks, system weaknesses, back doors and other potentially harmful situations could 

render a system vulnerable, allowing unauthorized access to DOD assets. 

https://www.stigviewer.com/stig/layer 2 switch - cisco/2015-09-21/finding/V-3160  
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(b) (3), (b) (4)
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4. Assessment Detail 

This section of the assessment contains detailed findings, recommendations and additional detail 

on Cisco identified leading practices for the ALA. You can use this section as a reference to 

understand detailed findings and recommendations for each of the identified assessment areas. 

4.1. Hardware Resiliency 

Hardware Resiliency is an analysis of the Cisco chassis and modules used to design the network. 

 General Hardware Information – refers to the network chassis and modules used 

in the network. 

 Modularity – refers to using the same device for the same network function 

throughout the network 

 Scalability – refers to the age of the equipment, ability to support newer high 

availability features and the ability to support performance goals  

 Hardware Replacement and Refresh Strategy – identifies availability issues within 

specific component groups 

4.1.1. Recommendations 

The Cisco team has the following recommendations in the hardware resiliency section: 

  network hardware elements that have  

milestones to ensure hardware supportability.  

. 

This includes  

 announcements for 

guidance on the Cisco recommended standard replacements. If additional features are to 

be considered, consult your Cisco Systems Engineer (SE). 

 Tactical – Begin the planning process to replace hardware that will reach its 

milestone  calendar years.  a 

trigger milestone since Cisco  for the 

platforms affected.  milestone soon  

Future replacements should be identified and budgetary planning initiated. Evaluate

 recommended replacements. 

 Strategic – Identify, document, and implement formal hardware refresh triggers 

using this report as a baseline for current or future hardware refresh processes. 

Using formal triggers (  will allow the organization to 

track milestones and make consistent budgeting decisions from a proactive posture 

instead of reacting to outages and recurring incidents. A good place to start would be to 

 milestones published by Cisco and provided to USMC.  

(b) (3), (b) (4) (b) (3), (b) (4)
(b) (3), (b) (4)

(b) (3), (b) (4)
(b) (3), (b) (4)

(b) (3), (b) (4)

(b) (3), (b) (4) (b) (3), (b) (4) (b) (3), (b) (4)
(b) (3), (b) (4)

(b) (3), (b) (4) (b) (3), (b) (4)

(b) (3), (b) (4)

(b) (3), (b) (4)

(b) (3), (b) (4)
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 Strategic – Incorporate formal hardware refresh triggers into the existing hardware 

refresh strategy to guarantee hardware supportability. Utilize Cisco Notification 

Services to gain receive alerts regarding hardware lifecycle announcements. A 

documented refresh strategy, with reportable triggers, enables the organization to 

accurately create quarterly and annual budgets that can be used to justify hardware 

replacement. As a result, support should always be maintained on any hardware installed 

in the network. Additionally, network maintenance costs are reduced by eliminating the 

possibility for outages due to aging network hardware. Hardware currency also plays a 

significant role in software supportability in that newer hardware is more likely to 

support the latest software releases and features. 

 Strategic – Identify and document all warehoused hardware inventory. Assets that 

are stored//warehoused must be inventoried on a regular basis to maintain End of Life 

status awareness. Failure to maintain these assets could negatively impact the USMC 

mission. Each asset should be powered ON to verify proper operation and the End of Life 

status of the IOS running on the asset verified and/or upgraded to maintain readiness.  

 Strategic – Identify and document all suspicious inventory that appears to be either 

grey market or counterfeit hardware. The USMC network could possibly have 

suspicious network hardware in its inventory. Counterfeit and unauthorized secondary 

market (commonly referred to as grey market) products and components introduce risks 

with regard to the quality, reliability, and safety of network devices and network 

performance, whether through substandard components, inadequate testing and 

manufacturing, or the use of pirated, unauthorized, and unlicensed software. The 

authenticity of any suspect hardware should be reported and verified through Cisco 

before use. 

4.1.2. General Hardware Information Observations 

The USMC network consists of a variety of chassis and modules. Device show commands were 

collected by Cisco and USMC personnel from (842) network devices, which include a number of 

switch stacks. The following charts and tables provide an overview of the routers, switches, 

modules, security appliances, and firewalls analyzed and collected during this assessment. 

Included in the following charts and tables are Alerts for chassis and modules that are currently 

impacted by End of Life (EoL) announcements. 

 

Hardware Migration Recommendations 

This report includes an EoX spreadsheet that contains migration product information for 

hardware that has reached or will reach End of Life status.  

SCE Comments: It should be noted that the EoX report spreadsheet provides default migration hardware 

information which is typically NOT provided with this report. Customers are STRONGLY encouraged to 

engage their Cisco Account Team - Systems Engineer (SE) for migration information based on potential 

future network designs and applications requirements. If this is not required, see the file “DON95_Camp 

Pendleton_NIPR_ALA.xlsx” included with this report. 
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4.2. Software Resiliency 

Software Resiliency focuses on currently deployed device operating software as well as 

processes used to plan, design, implement, and operate Cisco software in a mid- to large-scale 

4.2.1. Recommendations: 

The Cisco team has the following recommendations in the Software Resiliency analysis section: 
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5. USMC and Cisco Participants 

5.1. USMC Team 

    

USMC - ALA Point of Contact: 

Name Role / Organization 

 

 

  

(b) (6)
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5.2. Cisco Team 

 

Name Role / Organization 

  

 

 

 

(b) (6)
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Appendix C – Cisco Security Advisories 

The information provided on an 'as is' basis and does not imply any kind of guarantee or warranty. 
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Appendix D – LDoS Now Chassis 

The chassis shown in the tables that follow have surpassed their Last Date of Support (LDoS) 

milestones. To meet STIG requirements, the hardware//software must be supported by Cisco. While 

newer software release trains may still support the hardware; the hardware cannot be replaced via 
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Cisco Advanced Delivery Network Services (ADN) 

 

...building the bridge of the future 

 

 

Asset Lifecycle Analysis 

 

 

 

 

Network assessments are designed and developed by CCIE/CCDP and ITIL qualified engineers. 

These assessments are designed to help you increase your network availability through the 

identification of leading-practice risks with specific recommendations to mitigate those risks 

based on your business and availability goals. 
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